EAST HOPEWELL TOWNSHIP,
YORK COUNTY, PENNSYLVANIA

RESOLUTION NO. 13-2026

A RESOLUTION BY EAST HOPEWELL TOWNSHIP,
YORK COUNTY, PENNSYLVANIA
ADOPTING THE EAST HOPEWELL TOWNSHIP
COMPUTER USE POLICY

WHEREAS, the Board of Supervisors recognizes the importance of establishing clear and
consistent guidelines for the responsible use of township-owned computer systems, networks, and digital
resources; and

WHEREAS, the Board finds it necessary to adopt a formal policy outlining acceptable use,
prohibited activities, data protection, and employee responsibilities related to township computer systems;
and

WHEREAS, the attached East Hopewell Township Computer Use Policy sets forth these standards,

including provisions stating that “Township computer systems are to be used primarily for official business

purposes...” and that “Employees must adhere to all security protocols and return all township-owned
equipment upon separation.”; and
NOW, THEREFORE, BE IT RESOLVED, that the Board of Supervisors of East Hopewell

Township hereby adopts the East Hopewell Township Computer Use Policy, attached hereto as Exhibit A,

and the Computer Use Agreement Form, attached hereto as Exhibit B, effective immediately.

BE IT FURTHER RESOLVED, that all employees and supervisors using township computer
systems shall comply with the policy’s requirements regarding authorized use, security, confidentiality, and
equipment return.

BE IT FURTHER RESOLVED, that this Resolution and the attached policy and agreement shall
be recorded in the meeting minutes of the Board of Supervisors and made available to all township

employees and elected officials.

ENACTED AND ADOPTED this 6th day of May 2026, effective immediately.

EAST HOPEWELL TOWNSHIP
BOARD OF SUPERVISORS

ATTEST:
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Laur/a'.A. Vasold, Secretary Todd Warner, Chairman
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Mike K%icki, Supervisor




Dean Miller, Supervisor

Certified to be a true and correct copy of the Resolution duly adopted by the Board of
Supervisors of East Hopewell Township, York County, Pennsylvania, on the 6th day of May 2026.
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Laur?/. Vasold, Secretary
East Hopewell Township




EXHIBIT A



East Hopewell Township Computer Use
Policy

Formal Guidelines for Acceptable Use, Security, and Stewardship of

Township Computer Systems
(As adopted by Resolution No. 13-2026)

Purpose

This policy establishes standards for the responsible, secure, and ethical use of East Hopewell Township
computer systems, networks, software, and digital resources. The intent is to protect township data,
ensure operational continuity, and support efficient public service.

Scope

This policy applies to:
e  All township employees including those serving in full-time, part-time, temporary, appointed,

elected, or volunteer capacities.
The policy covers all township-owned or township-managed devices, including desktops, laptops, servers,
software, email accounts, cloud systems, printers/copiers, township data, and network resources.

Definitions

Computer Systems: Township-owned or township-managed hardware, software, email, internet
access, cloud storage, printers/copiers, networks services, and digital tools.

Users: Any individual granted access to township systems.

Confidential Information: Any non-public township data, including personnel records, financial
information, resident data, or legally protected information.

Acceptable Use

Township computer systems shall be used for official township business only. Acceptable use includes:
»  Accessing township email, files, and software for work duties

Communicating with residents, vendors, and officials

Preparing reports, documents, and records

Accessing approved cloud-based systems

Conducting research related to township operations

¢« & * »

Prohibited Activities

Users may not:
o Access, download, or distribute illegal, inappropriate, or offensive content
¢ Use township systems for personal business, political campaigning, or outside employment
o Install unauthorized software or alter system configurations



e Attempt to bypass security controls, firewalls, or monitoring tools
» Share login credentials or allow unauthorized individuals to access township systems
e Store township data on personal devices without written authorization

Security Requirements

Users must:
¢ Follow all township cybersecurity protocols
Use only township-approved devices and software
Keep devices physically secure at all times
Report lost, stolen, or compromised equipment immediately
Lock screens when away from their workstation
Use secure, encrypted connections when working remotely

Password Standards

Users must:
» Create strong, unique passwords
e Change passwords regularly
e Never share passwords with anyone
* Never write passwords in visible or unsecured locations

Data Protection & Confidentiality

Users must:
e Protect all township data from unauthorized access
» Store confidential information only in approved locations
» Comply with all applicable laws, including Right-to-Know and records retention requirements
e Avoid transmitting sensitive information through unsecured channels
All township data remains the property of East Hopewell Township.

Remote Access

Remote access is permitted only when:
* Approved by the Township Secretary
¢ Conducted through secure VPN or encrypted systems
e Performed on township-approved devices

Software Installation & Licensing

Users may not install software without authorization.
All software must be properly licensed and approved by the Township Secretary or IT provider.



Monitoring & No Expectation of Privacy

The township may monitor, review, or access any activity conducted on township systems.
Users have no expectation of privacy when using township-owned devices or accounts.

Incident Reporting

Users must immediately report:
e  Security breaches
s Suspicious emails or activity
e Lost orstolen devices
e System malfunctions
Reports must be made to the Township Secretary.

Disciplinary Consequences

Violations of this policy may result in:
e Revocation of system access
o Disciplinary action up to and including termination
e Legal action if warranted

Policy Review

This policy shall be reviewed annually and updated as necessary to reflect changes in technology, law, or
township operations.



East Hopewell Township
Computer Use Agreement Form

I acknowledge that I have received, read, and understand the East Hopewell Township Computer Use
Policy. I agree to comply with all requirements, including: using township computer systems for official
township-related business only.

I'acknowledge that I have received, read, and understand the East Hopewell Township Computer Use
Policy. I agree to comply with all requirements, including:

Using township computer systems for official business

Protecting township data and maintaining confidentiality
Following all security protocols and password standards
Refraining from prohibited activities

Reporting any security incidents or equipment issues immediately
Returning all township-owned equipment upon separation

[ understand that:
» All data and communications on township systems may be monitored
¢ [ have no expectation of privacy when using township-owned devices or accounts

» Violations of the policy may result in disciplinary action

By signing below, I agree to abide by the policy in full.

Employee Name Date Signature

Supervisor initials





